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Ha Ne
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N.o. Ilpencenarens Komurera
oOpa3oBaHMs AIMUHUCTPALIUU
CnaHUEeBCKOro MyHHIIMIAIBHOTO
paiioHa

FO.M. IllopoxoBoi

HavanbHuUKy cexTopa o KyJibType,
CIOPTY Y MOJIOJIE’KHOM MOJTUTUKE
aaMuHUCcTpanuu ClIaHIIEBCKOTO
MYHUIIUTIATBHOTO paiioHa

T.C. JlakmunHoi

VYBaxaembie Kosuieru!

B memix wucnmonmnenuss mnmchMa KomuTera 1o mpaBomopska M
oe3onmacHoctu Jlenunrpaackoir obmactu ot 06.06.2022 Ne 2-19-2911/2022
MIPOIITY HANpaBUTh IS pa3MEIICHHUs Ha caiTax W WH()POPMAIIMOHHBIX CTEHIAX

00BEKTOB 00pa3oBaHusl, KyJIbTyphl U criopTa CIaHIIEBCKOTO MYHUIIMITAIbHOTO

paiioHa HH(POPMALIUIO COMIACHO MPHIOKEHUIO K HACTOSALIEMY MMHCHMY.

[Tpunoxenue: Uudopmanus Ha 5 nucrax.

C yBaxkeHHeEM,

['maBa agmMuHHCTpauuu
MYHHUIIUIIATBHOTO 00pa30oBaHus

uct. Jlonckas C.JI. (8 813 74 2-48-92)

MoAMMHHIK SMIEKTPOHHOMO JOKYMEHTa, nogm1caHHoro 3,
%( XPaHNTCS B MeBE[JOMCTBEHHOI CHCTEME 3NIEKTPOHHOMO
[[okyMmeHToo6opoTa MpasuTenscTea JleHMHrpaackon obnactin
.

CBEJIEHWUA O CEPTU®UKATE 3N

Ceptudpmkat: 74AA1633FEAE28797B33325D641EBBEEFFCD
Bnapeney: Yvuctosa MapuHa BopucosHa
[LeiictButeneH ¢ 20-12-2021 go 20-03-2023

M.b. YucrtoBa

peeeem NPABWUTENLCTBO
= % JNEHWHTPALACKOW
udl OBNACTH

[okyMeHT co3gaH B anekTpoHHow copme. Ne BH-379/2022 ot 15.06.2022. NcnonHutenb:JloHckaa CBeTnaHa JleoHnaoBHa
Ctpanuua 1 u3 6. CtpaHuua cosgaHna: 14.06.2022 09:54



NHpopmanoHHbIe MaTePUAJIBI
10 MPOPMWIAKTHKE MPECTYNJICHUI, COBEPUICHHBIX ¢ HCIOJb30BAHNEM
HH(POPMALMOHHO-TEJEKOMMYHUKAUNOHHBIX TEXHOJIOT Ui

K mnaunbonee pacnpocTpaHEHHBIM BHJAM JUCTAHIIMOHHBIX MOIIEHHUYECTB,
coBepiIeHHbIX Ha Tepputopuu r. Cankr-IlerepOypra m JleHuHrpazackoil obaactw,
OTHOCATCS:

- «bumuHTY — BUJ JUCTAHIIMOHHOTO MOIICHHUYECTBA, IPU COBEPIICHUU
KOTOPOTO 3JIOyMBIIUIEHHUKH (B XO0A€ TenedOHHOTO pa3roBOpa, IOCPEICTBOM
HANPaBJICHUS AJICKTPOHHOTO TMHChbMa WM CMC-COOOIICHHS) TIONYyYaroT JIMYHbIE
KOH(UACHIINATIbHBIC JaHHBIE 0 OAHKOBCKOM KapTe, HOMEpEe cYeTa, JOTUHBI U MapoiH
JUIsT BXOJa B HWHTEpHET-O0aHK, a TakkKe Mapoiu Oe30MacHOCTH, IO3BOJISIONINE
NPOU3BECTH CIIMCAHUE HAXOAIIMUXCS Ha OAHKOBCKOM KapTe AEHEXKHBIX CpPEICTB.
XKeprBamu ykazaHHOTO BHJa MOIIIEHHUYECTBA 3a4acTyIO0 CTAHOBATCS HE3alIUIICHHBIC,
Maio00pa3oBaHHbIE, JIOBEpUYUBBIE CJOUW HaceineHus. llpeacraBissch 3ayacTyro
COTPYJHMKAMU KPEIUTHBIX OpTaHMW3aIlii, TPECTYIMHUKH BBOIAT B 3a0IyXKICHUE
rpaKJaH OTHOCUTEIHHO COBEPIIAEMBIX HECAHKIIMOHUPOBAHHBIX CIMCAHUN JIEHEXKHBIX
CPEICTB, OCYIIECTBISIEMBIX TMOKyNMKax ¥ T.I., I[OCIE 4Yero NpocsAT Ha3BaTh
KOH(UICHIIMATbHBIE CBEICHUS C IEJIbI0 TMPECEUEHUsT BO3MOMXHOTO COBEPIICHUS
npectyrieHus. ['paxmpane, MoBepsis MOJyYSHHOW WH(OpMAInu, Kelnas 00e301macuTh
CBOM  JICHE)KHBIE CPEICTBA OT TMPECTYMHBIX  TOCATATEIbCTB,  COOOIIAIOT
3ampanmBaeMyto MHGOPMAIIMIO, B Pe3yJbTaTe YEro 3JIOYMBINIJICHHUKA MOXHUIIAIOT
PUHAJUICKAIINE UM JICHEKHBIE CPEJICTBA.

- «(apMHHI» - TIpOLIEypa CKPBITOTO HAIpaBiIeHUs Ha JOXHbIN [P-anpec, To ecTh
HAIpaBJICHUE TOJh30BaTesl HAa (UKTHBHBIM BEO-CalT, Yaiie BCETO WCIOIb3YEeMBbIi
JUIs IpUOOpETEeHUsI TOBapoOB U yciyr (ozon.ru, avito.ru, aliexpress.ru, joom, biglion,
Ky[UHATOp, Kaccup.py, Owierep, calTel MO mMpojaxke OWIETOB Ha XK/ U
aBUATPAHCIOPT U Ap.);

- «JBOIHAs TpaH3akuus» (IpH OIUIaTe TOBAPOB M YCIYT MpoaBell coodmaeT 0o
omuOKe, MpeJyiaraeT MOBTOPUTH OMEPALNI0, a B JAJbHEHIIEM JCHEXKHBIE CPEICTBA
CIUCBIBAIOTCA JIBAXKBI 110 KAXIOW U3 MPOBEJICHHBIX ONEPALINiA)

- «TpanmuHT» (MAHUIYJISIUU C KapTPUACPOM OaHKOMATOB, TO3BOJISIONIUE OO
HE BO3BpallaTh KapTy BIAJENbIly, JUOO CHHCHIBaTh BCE JMaHHBIE KapThl IS
JANbHEHUIIIET0 UX UCTIOJIb30BAHUS).

I. OcHoBHbBIE cxeMbl TeJ1epOHHOT0 MOIIIEHHNYeCTBA:
1. OOwman no TenedoHy.

3BOHOK COTpYIHMKa OaHKa - KOTJa HEU3BECTHBIM MpencTaBiseTCs
COTPYJAHHMKOM CITY>KObl 0€30IaCHOCTH Kakoro-inbo 6aHka u cooOiaet, yto ¢ Bamiero
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0aHKOBCKOTO CYeTa MPOUCXOISAT OMNepalydy MO HECAHKIIMOHWPOBAHHOMY CHHCAHMIO
JNEHEKHBIX CpPEJCTB, M B IENsIX O€30MacHOCTH CcyYeTa IMpeasiaraeT IepeBecTu
cOepekeHHUs Ha «pEe3epBHBI» WM «Oe3omacHbI» cueT. PacmpocTpaHeHsl ciydae
cooOmenust uadopmainmu 06 opopmiiennn Ha Bac kpenura 1 HEOOXOIUMOCTH POUTH
B IPUWJIOXKEHUHU OHJIAaH-baHKa 1o OonpenenéHHOM CCBUIKE I €r0 aHHYJIHUPOBAHUSA
(BBITIOJTHUTH UHBIE HHCTPYKIUN).

3BOHOK COTPYJIHMKA NPABOOXPAHUTEIBHBIX OPTraHOB - KOTJa HEU3BECTHBIN
IPEICTABIACTCA COTPYJHUKOM IMOJIMIMM, CIEAOBaTeleM U T.J. U COOOLIAET, YTO
IPOBOJUTCS CIeLonepanuss Mo MOMMKE MOLIEHHUKOB M JJIA 3TOr0 HEOO0XOIUMO
IEpEeBECTU JEHbIU Ha «CHElHaNbHBIIN» cueT. [Ipu 3ToM TpeOyeT He 3BOHHUTH B OAHK,
TaK KaK COTPYAHUKH OaHKa 3a0/THO C MOLIEHHUKAMH.

Bam _poacTBeHHMK, duM00 OAM3KWK YENOBEK Iomnail B Oeny (Hampumep,
MalIMHOW COMJI 4YeloBeKa WJIM OOBUHSETCS B COBEPIICHHM IPECTYIUICHHS), U
3aiepKaH  COTPYJHUKAMHM TOJMIMM, W HEU3BECTHBIM COOOIIAeT, 4YTo s
OCBOOOXKIECHHUSI HEOOXOAMMO IEPEeBECTH Ha CUYeT JACHEXKHBIE CpeAcTBa JIMOO IS
OPUMHUPEHHS] C TIOCTPAAaBIIMM JIMOO B KayeCTBE B3SITKM COTPYIHUKAM MOJIUIUU.
Bo3MoxHBI BapuaHThI, PU KOTOPBHIX B PAa3roBOpPE MOXKET MPUHSITH ydacThe SIKOObI
COTPYAHMK NOJIMLIUHU, KOTOPBIA OYJET NOATBEPKAATh CKa3aHHOE.

BAXHO: Dt1o 3BOHAT MOIIEHHUKH (HECMOTpS Ha TO, 4TO
ONpeACTUBIINICS Ha TenedOoHEe HOMEpP MOXKET COOTBETCTBOBaTh HOMEpY TeiedoHa
0aHKa WM MPABOOXPAHUTENBHBIX OPTaHOB, 3a4acTyio — MockoBckoro peruona (499,
495... 1 T.A.), TaK KaK NpHU MOMOIIN CIEIUATbHBIX YCTPOUCTB MOIICHHUKH MEHSIOT
HOMEpa Ha aOCOJIIOTHO JIFOOOM HOMEp — TaK Ha3bIBAEMbIC MOJIMEHHBIE HOMEPA),
COTPY/JHHMKM OAaHKOB HUKOTJA HE 3BOHSAT CBOMM KJIIMEHTaM, U TeM 0oJiee, HUKOTJAa He
TpeOyIOT EPEBOANTD C IMYHOTO cueTa AeHbIH. [IpeacTaBuTeny npaBooOXpaHUTENbHBIX
OpraHOB MOTYT 3BOHUTH TOJBKO JUIS BbI30Ba B MOMEIIEHUS MPABOOXPAHUTEIbHBIX
OpraHoB C IIeJIbI0 TMOJIy4eHHs OOBSCHEHUH, HCTpeOOBaHUS JOKYMEHTOB IIO
HaXOSAUIMMCS B IPOU3BOACTBE YTrOJIOBHBIM JI€JIaM U MaTepuaiaM NpoOBEPOK.

[Ipn mocTymiieHMH Takoro 3BOHKA HEOOXOIAMMO IpEepBaTh PasroBOp U
NEPE3BOHUTH TOMY, O KOM HJIET PeUb, TUOO B yKa3aHHBIN rOCYJapCTBEHHBI OpPraH Uiu
KPEAUTHYIO OPraHU3aIUI0 JIJIsl IEPETPOBEPKU MH(DOpMAIUH.

2. O0MaH npu NoKynke (IMpoaake) TOBaApa HA UHTEPHET cailTax.

[Ipenonnara 3a HECYNIECTBYIOIIMK TOBAp - MOAAETCS OOBSBICHUE HA
BOCTpEOOBAaHHBII TOBAap C TMPUBIEKATEIIbHOW II€HOW (HIKE PBIHOYHOHM) C

IPWIOKEHUEM HeHacTosmuX Gororpaduii. B xone oOmieHus «mpoaaBeny» yKIOHSIETCs

OT BCTpPEYM BBHJIY >KUTEHCKHX NpUYMH (HET BPEMEHH, 3aHITOCTh Ha pabdore,
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yIaJCHHOCTh PACTIONIOKEHHSI) U MpeAaraeT OmIaTUTh TOBAp OC3HATMYHBIM IIJIATEKOM
C TapaHTUPOBAHHOW MOCJEIYIOIIEH TOCTABKOM 4epe3 Kypbepa, HO IOCIIE MOJIyYEeHHUs
JIEHET, MPOJIaBell- MOLIEHHUK MTEPECTAET BBIXOJAUTH HA CBS3b.

Onara MyJisbka 00 HOYTE HAJIOKEHHBIM IIATEKOM - 3JIOYMBINUICHHUK
IBITAIOTCSL BHAYaJE 3allOIYy4YUTh NPEIOIUIaTy Ha JOBEPHUH, €CIM HE I0JIY4aercs, TO
[peUIaraloT MOJy4YUTh 3aKa3 Ha IIOYTE, a MOTOM paciulaTuThesa. To ecTh Ha modre
nepeq BblAauel 3aka3a BO3bMYT JIEHBIM B pa3Mepe €ro CTOMMOCTH, a MOKYIATelsb
BCKPBIB YIIAaKOBKY, BUJIUT NOJJIEIKY WIH MYJISDK.

Ilokynarens cnpamupaeT HOMep KapTel U koa n3 CMC - nmo Bamewmy

OOBSBJICHUIO O MPOJIAXKE TOBapa B MHTEpHETe BaM MM03BOHMII MOKyNaTeNb U MOIPOCHII
COOOIIUTh PEKBU3UTHI OAHKOBCKOW KapThl (MpPEIBAPUTENBHO BBISICHUB HOMEpP
TenedoHa K KOTOPOMY IIPHUBsI3aHa KapTa) U CMC-KOJI, YTOOBI IEPEBECTH JACHBIH, IKOObI
3TO HYXKHO JJi1 OaHKOBCKOTo mepeBoaa. Ha camom jene 3TO MOIIEHHHK, KOTOPBII
NIBITACTCS BOMUTH B JIUYHBIM KaOWHET OHJIaiH-OaHKa M CMHcaTh BCe JICHbI'M ¢ Barero
cyera.

BAXHO: OnnaunBaiiTe TOBap TOJIBKO IOCJE €T0 MOJYYEHUS U IPOBEPKU
U HE OTHpABJISIMTE NEHBIM B KayecTBe 3ayora (3amartka). s mepeBoja JACHEKHBIX
CPEACTB JIOCTaTOYHO HOMEpa TenedoHa M APYroil JOMOJHUTEIbHOW MH(OpMAINKU HE
Tpedyercs.

3. TenegoHHble BUPYCHI.

Odenb yacTo ucnonb3dyercs (opmMa MOIIEHHHYECTBA C MCIOJIb30BAHUEM
TeneoHHbIX BUpycoB. Ha Tenedon aboHeHTa MPUXOAUT COOOIIEHHUE CIIEAYIOLIETO
Buna: «Bam npunuio MMS-coobmienue. [l mosydeHus MPOMANTE MO CCBUIKE...).
[Ipu mepexose Mo yka3aHHOMY aJpecy Ha Telle(OH CKaUMBAETCSl BUPYC U MPOUCXOTUT
CIMCAHUE JCHEKHBIX CPEJCTB C BAILEro CYETa.

Jpyroii Buj MOIIIEHHMYECTBA BBITJAIUT Tak. Ilpu 3akaze Kakou-ambO
yCIIyTH d4epe3 SKOObl MOOWJIBHOTO Omeparopa WU MPU CKAYMBAHUKW MOOUILHOTO
KOHTEHTa a0OHEHTY MPUXOAUT NpeaynpexaeHue Buaa: «Bol codupaerech OTIpaBUTh
COOOIIeHNE HAa KOPOTKUWA HOMEpP ..., JJIs TOATBEPXKICHUS OIMEpaluu, OTIPaBbTE
coobmienue ¢ uudpoit 1, mist ormensl ¢ mudpoi 0». [Ipu ornpaBke NOATBEPKACHMUS,
CO cuera a0OHEHTAa CHHCHIBAIOTCS JEHEXHBbIE CpeACTBA. MOIIEHHUKH HUCIOJIBb3YIOT
CIICMANIBHBIE TPOTPAMMBI, KOTOPBIE TO3BOJISIIOT AaBTOMATUYECKH TI'E€HEPUPOBATH
ThICSIYM Takux cooOueHuid. Cpa3y mocie nepeBojia JAeHer Ha (hanblIMBbIA CYET OHU
CHHUMArOTCA ¢ TenedoHna.
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BAXHO: He cnenyer 3BOHUTH TIO0 HOMEPY, C KOTOPOTO OTIpaBiieH SMS —
BIIOJIHE BO3MOJXKHO, YTO B 3TOM ciy4ae ¢ Bamero tenedona Oyaer aBTOMaTHUECKU

CHATA KPYMHAasi CyMMa U MEPEXOJAUTh IO COMHUTEIBHBIM CChUIKAM.
4. OmuOoYHBIN NMEepeBoO] CPeaCTB.

AGonenTy moctymnaeT SMS-cooOlieHre 0 MOCTYIUIEHUH CPEICTB Ha €ro
CUeT, ePEeBEICHHBIX C MOMOIIBIO yeiuyrn «MoOmibHbIN niepeBoa». Cpaszy mocie 3Toro
MOCTYIAeT 3BOHOK M MY)KUMHA (WJIM XKEHIIMHA) COOOLIAET, YTO OIIMOOYHO IMepeBes
JI€HbI'M Ha €ro CUeT, NPU 3TOM IPOCUT BEPHYTh UX 0OpaTHO TeM ke «MOoOMIbHBIM
nepeBoAoM». B eHCTBUTENBHOCTH JCHBIM HE MOCTYMAIOT Ha TenedoH, a 4yenoBeK
NIEPEBONT CBOM COOCTBEHHBIC CpecTBa. ECIIM MO3BOHUTH 10 YKa3aHHOMY HOMEpY, OH
MOKET OBITh BHE 30HBI J0CTyma. Kpome TOro, CymiecTBylOT Takue HOMeEpa, MpH
OCYIIECTBIICHUH BHI30Ba HA KOTOPHIE C TeJe)OHa CHUMAIOTCS BCE CPEJICTBA.

BAXHO: Ecnu Bac mpocsr nepeBecTtr S5KOOBI OITUOOYHO TIEPEBEACHHYIO
CyMMy, HAIOMHHUTE, YTO I 3TOr0 HCHoib3yeTcss dek. OTroBopka, 4YTO «UeK

HOTEPSIH», CKOPEE BCEro, CBUAETEILCTBYET O TOM, YTO ¢ BaMu o011aeTcs MOIIEHHUK.
MOIMEHHUYECTBA C BAHKOBCKUMH KAPTAMMA

bankoBCcKkasg KapTra — 3TO MHCTPYMEHT Il COBEPIUCHHUS IUIATEXKEH WU
J0CTyNa K HAIMYHBIM CPEACTBAM Ha CU€Te, He TPEOYIOMIMIA AJIs 3TOTO MPUCYTCTBUS B
0anke. Ho mpocroTa ucnosib3oBaHusl OAHKOBCKHUX KapT OCTaBIIIET MHOXECTBO JIA3€€K
JUIS1 MOILIEHHUKOB.

[Ipu mpoBeneHnn onepanuii ¢ KapToi MOJIB3YUTECh TOJIBKO TeMHU OaHKOMaTaMH,
KOTOpBbIE pacnoyioKeHbl B O€30MacHbIX MecTax H 000pYyJOBaHbl CHUCTEMOM
BUJICOHAOIIIO/IEHUSI M OXPAHOM: B TOCYIapCTBEHHBIX YUPEXKICHUAX, OaHKaX, KPYIHBIX
TOPrOBBIX LEHTPAX U T.[I.

Cogepiuas onepanuu C IJIACTUKOBOW KapTOM, cienuTe, 4ToObl psSOM HE ObLIO
nocropoHHux Jrojeid. Habupas I[IMH-kon, mnpukpeiBaiiTe KiIaBHATypy pyKOH.
PexBu3uThl 1 mro0as npoyas HHGOPMAIIHS O TOM, CKOJIBKO CpPeICTB BbI CHSIIM U Kakue
1upbl BBOAUIN B OAHKOMAT, MOTYT OBITh UCTIOJIb30BaHbl MOIIICHHIUKAMM.

OOpaiaiiTe BHUMaHUe Ha KAPTONPUEMHHK U KJIaBUaTypy O0ankomata. Eciu oHu
000py10BaHbl KAKUMHU-JIUOO TONOTHUTEIbHBIMH YCTPOHCTBAMH, TO OT MCIIOIb30BAHMS
JaHHOro OaHKOMaTa Jy4lle BO3JAEpPKAThCAd M COOOIIUTH O CBOUX MOJO3PEHUSIX IO
yKa3aHHOMY Ha HeM TesieoHy.

B cnysae HekoppekTHOW paboThl OaHKOMAaTa — €CIW OH JIOJITO€ BpeMs
HaXOJWUTCS B PEXKUME OXKUIAHUA WM CaMOIIPOM3BOJIBHO Iepe3arpykaercs —
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OTKQXXMTECh OT €ro MCHOJb30BaHMs. Benka BCPOATHOCTL TOI0, 4YTO OH
IneperporpaMMuUupoOBaH 3JI0YMBIINIJICHHUKAMU.

Kak o0e3onmacurthb ced0s 0T MOIIEHHUKOB:

1. [IpoBepsiiite uMHPOpMaIUIO, TOJYYEHHYIO B XOJA€ TeleOHHOro pasroBopa u
UHTEPHET MEPENUCKA C HEU3BECTHBIMU (OHU MOTYT MPEACTABIATHCS COTPYIHUKAMHU
IPaBOOXPAHUTEIILHBIX OPTraHOB, MPECTABUTEISIMUA KPEIUTHBIX OpTraHU3allnii).

2. YcranoBute  Ha TenedoH (KOMIIBIOTEP) COBPEMEHHOE  JIMIIEH3UPOBAHHOE
aHTUBHPYCHOE IPOrpaMMHOE 0OeCIIeUeHHE.

3. He ycranaBnmuBaiiTe u He coxpaHsiTe O0e€3 NpeaBapUTEIbHON MPOBEPKHU
AHTUBUPYCHOW TPOrpaMMoil (paisibl, MOTy4YEeHHBIE W3 HEHAJIEKHBIX HCTOYHUKOB:
CKayaHHbIE C HEU3BECTHBIX CAaWTOB, TMPHUCIAHHBIE IO AJICKTPOHHOMW TOYTE

(mogo3putenbHble (alibl JTydlle cpa3y yAalATh).

4. Hcnonb3yiiTe maponu HE CBSI3aHHBIE ¢ Bammnmuy nepcoHaNbHBIMUA TAHHBIMH.

5. Hu npu kakux oOCTOATENHCTBAX HE COOOINANTE PEKBU3UTHI CBOUX OAHKOBCKHUX
c4eToB (KapT), MapoJId U JPYTYIO MEPCOHATHHYIO HHHOPMAIIHIO.

6. [TocTaBbTe TMMUT HA CYMMY CITMCAHUH WJIU TIEPEBOIa B TUYHOM KaOUHeTe OaHKa.

7. [To BceM BO3HMKAIOIIUM BOIIPOCaM 00paIaThcs B OaHK, BHIIABIIUN KapTy.

8. He BBINOJMHATE HUKAKUX CPOYHBIX 3alpPOCOB K JCHCTBUIO, B TOM YHCJE IO
YCTaHOBKE KaKuX ObI TO HU OBLJIO MPUIIOKEHUH.

9. He mepexomuTh HM 1O KaKUM CCHUIKaM, KOTOpPbBIE MPUXOIAT Ha e-mail wim mo
SMS.

10.  OOpamate Ha Bce cooOmeHHs OT OaHKa (HampuMep, €CId OHU COJEepKaT
rpaMMaTHYECKHE OLIUOKN).

11.  He nepe3BanuBath 1o HOMEpaM KOTOpbIE TPUXOAAT Ha e-mail nam mo SMS.

12.  IlepenpoBepsiTe MNOIMHHOCTD WHTEPHET-CAUTOB, HAa KOTOPBIX OCYILIECTBIISETE
3aKa3 ToBapa.

bynbre OnuTenbHbl!

peemen MPABWTENLCTEO
% JNEHMHTPALCKOM
OBNACTH
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